Janet Roaming Service:
Wireless Internet access
for Universities at
Medway students

(Windows XP™ Edition)

Information for visitors on how to access the W8sd Service at the Universities at
Medway on the Chatham campus. Included are ingbtngebn how to configure your
computer to connect to the Wireless Service usig jome University authentication
credentials (username and password).
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Introduction

The Universities at Medway is participating in JalReaming, a service that allows a
person to access the Internet at any participatiggnisation by using their own
username and password. For more information albeuldanet Roaming Service (JRS)
and a list of participating sites, please vigitvw.ja.net/roaming

Therefore, visitors at the Universities at Medwaytloe Chatham campus will be able to
use the Internet via the Wireless Service, andssceeb e-mail, web or ftp based file
stores and any other web applications such as \@nd<Portals. You will not be able to
access local facilities such as applications, printetc.



What you need

To connect to the Wireless Service at the Univieséit Medway on the Chatham
Campus, visitors will need:

* A laptop with a wireless adaptor/card. As a minim@guirement, the
wireless adaptor should support 802.11b, (or pablgr802.11g) along with
PEAP and MSCHAPV2.

» Up-to-date anti-virus software, and the latest lpagcand updates for your
operating system installed on your computer.

* Your home authentication details such as your @seenand password, and
the registered domain name of your institute.

* To familiarise yourself with the regulations ane terms and conditions of
use for the Wireless Service. See the “Terms anmifions” section for details.

In order to connect to the Wireless Service, yoliveied to configure your computer
when you arrive.

Configuring your computer

You will need to configure your computer to be alole€onnect to the Wireless Service at
the Universities at Medway. To do this, you needddo a wireless zone on the Chatham
campus. Look for posters advertising the wirelesges, or see the Computing Service
website:http://campus.medway.ac.uk/library/

1. Click the Start button on your desktop and selentrol Panel

2. Find and opeNetwork Connections

3. In the next window, right click owireless Network Connecti@nd select
Propertiesfrom the pop up menu.

4. Next, click on th&Vireless Networkstab, as shown in the following screen:



-+ Wireless Network Connection Properties @

General | Wireless Networks Mvmced[

[“liJse Viindows to confiqure my wireless network settings:

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks J

Prefemred networks:
Automatically connect to available networks in the order listed
below:

@ eduroam {Automatic) Move up
1 kentwlan (On Demand)

[ Add... ][ Bemove ][ Properties ]

Leam about setting up wireless network

configuration.

[ ok ][ cencel

J

5. Click on theAdd button under thePreferred NetworkKssection. Thé'Wireless

Network Propertieswindow appears:

Wireless network properties

 Association | Authentication || Connection |

Network name (SS1D): [eduroam

Wireless network key

This network requires a key for the following:

Network Authentication: l"-’v’ PA P ‘
Data encryption: | TKP "l
Network L’:‘D‘ [ l
i:j;j"\f\’r\’l network LE",‘ [ l

Key index (advanced) E

[[] This is a computerto-computer (ad hoc) network; wireless
access points are not used

[ ok ]| cancel




6. In the field next toNetwork name (SSID)type “eduroam”.
7. In the field next toNetwork Authentication’select “WPA”
8. In the field next toData encryption’, select “TKIP”
9. Next, click theAuthentication tab, as shown here:

Wireless network properties @

Association | Authentication \Connectionl

Select this option to provide authenticated network access for
wireless Ethemet networks.

Enable IEEE 802.1x authentication for this network

EAPype: | Protected EAP (PEAP) v|

[[] Authenticate as guest when user or computer information is
unavailable

[ OK ][ Cancel ]

10. Tick the box next toEnable IEEE 802.1x authentication for this Network”
Ensure th&VAP typdield displays “Protected EAP (PEAP)”.

11. Leave the boxes nextAathenticate as computandAuthenticate as guest
blank, as shown above, then click on Breperties button.

12. In the next screen, leave the box nexMalilate server certificateblank:



13. In the ‘Select Authentication Methodield, select “Secured Password
(EAPMSCHAPvV2)”, then click on th€onfigure button.

14. In the window that appears, leave the box tekAutomatically use my
Windows logon namefilank, as shown here, then clioK.

EAP MSCHAPv2 Properties X

When connecting:

| Automatically use my Windows logon name and
assword {and domain if any).

[ OK ] [ Cancel ]

15. Click OK as many times as necessary to retuthd initial“Wireless Network
Connections Propertiesivindow.



16. In the list underPreferred Networks’make sure eduroam is at the top so that it
connects first.

17. Then clickOK and go to the next sectiorC6nnecting to the Wireless

Network service” to continue



Connecting to the Wireless Service

When you connect, the wireless connection icon appear in the notification area
(system tray) on your desktop if you are withinieeless zone. If you have
difficulty connecting, you may not have configungglir computer correctly.

Return to the previous sections and follow the stggain.

To connect:

1. Ensure that you are within a wireless zone eonpess. Wireless zones are
available in the Library, marked with signs. See @omputing Service website
for a list of all wireless zones on campus.

2. A window may appear prompting you for your auatieation credentials, such
as your username and password.

3. In the User Name field, enter User@domain reptpdser with your
username and Domain with the domain registeredoly lgome institution. For
Greenwich students this is gre.ac.uk, for Kentesttsl this is kent.ac.uk and for
Christchurch students it is cant.ac.uk.

For example, if you are registered at the UnivgrsitGreenwich and your
username iab123 you would need to entabl123@gre.ac.uk

4. In the Password field, type your password, ttlek OK or press Enter on
your keyboard.

5. You should now be connected to the Wirelessi&rv

It is your responsibility to ensure that once antloated, you are using a secure
method. In order to minimise security risks, yoperating system must be fully
protected with the latest updates and patches.a¥&mineed up to date anti-virus
software installed on your computer,

Regulations

Before connecting to the network, you should faanidie yourself with the
regulations for computing use at the Universitiebladway. You are reminded that
when using the Universities at Medway computinglitees you are bound by the:
Regulations for the Use of Computing Facilitiey@ir home institution.

The full set of regulations can be viewed at:
http://campus.medway.ac.uk/library/

The JANET Acceptable Use Policy at:
www.ja.net/services/publications/policy/aup.html



Terms and Conditions for use of the Wireless
Service

* This service should be used for academic worl.onl

* You must type your password each time you useghacg. Do not use the
remember password facility, as cached passworge®@nPC are a security
risk.

* You must have up to date anti-virus softwareaitesdl.

* You must apply the latest security updates ta ymerating system.

* All activity arising from the PC while it is conred to the Wireless network
is subject to the same conditions of use as whiery Wniversity computing
facilities

Users must not create, display, produce or cireldaty material in any form or
medium;

» That is liable to cause offence, including pornpgie material or abusive
language;

* That could be considered defamatory;

* That breaches copyright;

* That could be considered to constitute sexughaal harassment;

* That discriminates on the grounds of race, gerdigability, sexual
orientation, marital status, political or religiobslief; or

» That damages the reputation of the University.

Help and information

If you require help or advice, visit the visit tB@mputing Helpdesk in the Dirill
Hall Library near the Reception area to the Librafgu can also e-mail
drillhall-it-help@gre.ac.ulor phone ext. 43278 using an internal telephone)1634
883278 from off campus or from a mobile).

Please note that the Helpdesk can only offer lidngigpport on a "Best Effort”
basis. The Wireless Access scheme is a Pilot schethe@o guarantee can be
made that you will be able to connect. Helpdesk ata not able to carry out
technical configuration work on your laptop, andsash can only offer advice.

The Computing Department provides a range of comgutocuments and
information leaflets, available in html and prin&aliormat (.pdf ) in the Online
Helpdesk on the Drill Hall Library website at:
http://campus.medway.ac.uk/library/



