Janet Roaming Service:
Wireless Internet access
for Universities at
Medway students

(Windows Vista™ Edition)

Information for visitors on how to access the Wéss Service at the Universities at
Medway on the Chatham campus. Included are ingngebn how to configure your
computer to connect to the Wireless Service usig jome University authentication
credentials (username and password).
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Introduction

The Universities at Medway is participating in JalReaming, a service that allows a
person to access the Internet at any participatiggnisation by using their own
username and password. For more information abeuldnet Roaming Service (JRS)
and a list of participating sites, please vigitvw.ja.net/roaming

Therefore, visitors at the Universities at Medwaytioe Chatham campus will be able to
use the Internet via the Wireless Service, andssceeb e-mail, web or ftp based file
stores and any other web applications such as \dosPortals. You will not be able to
access local facilities such as applications, printetc.



What you need

To connect to the Wireless Service at the Univieséit Medway on the Chatham
Campus, visitors will need:

* A laptop with a wireless adaptor/card. As a minim@quirement, the
wireless adaptor should support 802.11b, (or pablgr802.11g) along with
PEAP and MSCHAPV2.

» Up-to-date anti-virus software, and the latest lpagcand updates for your
operating system installed on your computer.

* Your home authentication details such as your @seenand password, and
the registered domain name of your institute.

* To familiarise yourself with the regulations ane terms and conditions of
use for the Wireless Service. See the “Terms amtlifions” section for details.

In order to connect to the Wireless Service, yoliveied to configure your computer
when you arrive.

Configuring your computer

Windows Vista — Connecting to Eduroam

4.
5. From theTasks menu on the left, clicklanage wireless networks

1. Click the Start button (round button with Windowegjb)
2.
3. Click Network and Internet (if this does not appear, cli€kontrol Panel Home

Click Control Panel

on the left-hand menu bar)
Click Network and Sharing Center

You should see the following window:



OQ |r_djj] <« Network and Internet » Manage Wireless Networks - |¢,| | Search

Manage wireless networks that use (Wireless Network Connection)

can also add or remove network profiles.

To see networks that use a different wireless network adapter, click Change adapter below.

Ii:EIAdd “}*ﬁ Change adapter - r@" Adapter properties 3, Profile types :‘.: Metwork and Sharing Center

0 items

atl

Windows tries to connect to these networks in the order listed below. Te change the order, drag a network up or down in the list, You

6. Click theAdd button and you will see this window appear:

U ! Manually connect to a wireless network

How do you want to add a network?

C&n Add a network that is in range of this computer
This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer,

“S=.  This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55ID) and

security key (if applicable).

o Createan ad hoc network
& This creates a temporary network for sharing files or an Internet connection

Cancel




7. Click Manually create a network profile

8. In theNetwork name box, typeeduroam

9. From theSecurity type drop-down list, seledtVPA-Enterprise
10. EnsureEncryption type is set toTKIP

11.Leave theSecurity Key/Passphrasdéox empty

12.Tick the Start this connection automaticallybox

13.TheConnect even if the network is not broadcastingpox should remain

unticked

§ettings should then be as in the picture below:

@ 2 Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name; edurcam

Security type: [WPA-Enterprise 'I

Encryption type: [TKIP vl

Security Key/Passphrase: Display characters

Start this connection automatically

[[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’'s privacy might be at risk.

Mext ll Cancel

14.Click Next

15. Click Change connection settings

16. Tick the Connect automatically when this network is in rangeox
17.Untick theConnect to a more preferred network if availablebox
18. Untick theConnect even if the network is not broadcastingpox

Below is what settings should look like.




eduroam Wireless Network properties @

Connection | Security

Mame: eduroam
S5I0: eduroam
Metwark Type: Access point

MNetwork Availability:  all users

Connect automatically when this network is in range

[JiConnect to & more preferred network if available!

[] Connect even if the network is not broadcasting

[ (o4 l [ Cancel

19. Click theSecurity tab

20.Ensure thaSecurity typeis set toNVPA-Enterprise

21.Ensure thaEncryption type is set toTKIP

22.Ensure thaChoose a network authentication methods set taProtected EAP
(PEAP)

23.Untick the box marke@ache user information for subsequent connection®t
this network

24.Click the Settingsbutton

25.Untick theValidate server certificate box

26.UnderSelect Authentication Method selectSecured password (EAP-
MSCHAP v2)

You should then have these settings:



Protected EAP Properties &J

When connecting:

[ validate server certificate

Connect to these servers:

W] certum cA -
[ class 3 Public Primary Certification Authority

[7] computing Service Root CA ‘: ‘
[ Equifax Secure Certificate Authority

[ GeoTrust Global CA

[] Globalsign Root CA

[7] GTE CyberTrust Global Root -
4 | 1 | »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) "'] [ Configure... ]

Enable Fast Reconnect
[C|Enable Quarantine checks
[7| Disconnect if server does not present cryptobinding TLY

Ok, ] [ Cancel

27.Click theConfigure... button

28. Untick Automatically use my Windows logon name and passwadr(and
domain if any)

29.Click OK on each dialog box until you return to tdanually connect to a
wireless networkbox

30.Click onConnect to...

Finally you should see the following (more wirelegtworks may appear in the list
depending on your location):



@ ! Manually connect to a wireless network

Select a network to connect to

Show | Al v

-I Thy-
& eduroam Security-enabled network EHH_U

Set up a connection or network
Open Metwork and Sharing Center

Connect Cancel

31.Click oneduroamto select it from the list of networks
32.Click theConnectbutton
33.In the window below, cliclEnter/select additional log on information




@ @ Connect to a network

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this
network

< Enter/select additional log on information

< Connect to a different network

Cancel

You will be prompted for logon information3. In the User Name field, enter
User@domain replacing User with your username amadin with the domain
registered by your home institution. For Greenvgtidents this is gre.ac.uk, for
Kent students this is kent.ac.uk and for Christchwtudents it is cant.ac.uk.
For example, if you are registered at the UnivgrmsitGreenwich and your
username iab123 you would need to entabl123@gre.ac.uk

34. Leave thd.ogon domain box empty.



35.Click OK, and you should be connected to the Eduroam nktwor

The next time you use the Eduroam network, you reagive the message below:

x

= Click to provide additional information and connect

T AL« Additional information is required to connect to eduroam.

You need to click on this message, and then ewotar ipgon information as above.

Regulations

Before connecting to the network, you should faamidie yourself with the
regulations for computing use at the Universitiebladway. You are reminded that
when using the Universities at Medway computinglitees you are bound by the:
Regulations for the Use of Computing Facilitieg@ir home institution.

The full set of regulations can be viewed at:
http://campus.medway.ac.uk/library/

The JANET Acceptable Use Policy at:
www.ja.net/services/publications/policy/aup.html



Terms and Conditions for use of the Wireless
Service

* This service should be used for academic worl.onl

* You must type your password each time you useghacg. Do not use the
remember password facility, as cached passworge®@nPC are a security
risk.

* You must have up to date anti-virus softwareaithesdl.

* You must apply the latest security updates ta ymerating system.

* All activity arising from the PC while it is conred to the Wireless network
is subject to the same conditions of use as whiery Wniversity computing
facilities

Users must not create, display, produce or cireldaty material in any form or
medium;

» That is liable to cause offence, including pornpgie material or abusive
language;

* That could be considered defamatory;

* That breaches copyright;

* That could be considered to constitute sexughanl harassment;

* That discriminates on the grounds of race, gerdigability, sexual
orientation, marital status, political or religiobslief; or

» That damages the reputation of the University.

Help and information

If you require help or advice, visit the visit tB@mputing Helpdesk in the Dirill
Hall Library near the Reception area to the Librafgu can also e-mail
drillhall-it-help@gre.ac.ulor phone ext. 43278 using an internal telephone)1634
883278 from off campus or from a mobile).

Please note that the Helpdesk can only offer lidngigpport on a "Best Effort”
basis. The Wireless Access scheme is a Pilot schethe@o guarantee can be
made that you will be able to connect. Helpdesk ata not able to carry out
technical configuration work on your laptop, andsash can only offer advice.

The Computing Department provides a range of comgutocuments and
information leaflets, available in html and prin&aliormat (.pdf ) in the Online
Helpdesk on the Drill Hall Library website at:
http://campus.medway.ac.uk/library/



