UNIVERSITIES (/3
at MEDWAY @7
Janet Roaming Service:
Wireless Internet access

(Windows 7™ Edition)

Information for visitors on how to access the Wésal Service at the Universities at Medway at
the Chatham campus.

Included are instructions on how to configure yoomputer to connect to the Wireless Service
using your home University authentication creddsiffasername and password).

Setup Instructions

1. Check that your wireless adaptor is turned on ¢eighswitch on the side or a key on the
keyboard with a Wireless symbol; usually a lighticates when it is on).

2. Click the Network icon in the taskbar (this is tight-hand section of the bar that runs
along the bottom of your screen) and select eduroam

If prompted to login, enter your university compugecount details and connect —
your username should be in this format: abcl@xowmiba(replacing abcl with
your own username, users should use their homituitnah details in place of
XXXX.ac.uk).

If not prompted to login, right-click on eduroamelect Properties, and continue
to step 3.
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3. The following screen should appear. If it does npen the Network and Sharing Centre,
click on Manage Wireless Networks and add ‘eduroasma new wireless profile.

Ensure that all settings match the screenshot,dlh@nSettings:

eduroam Wireless Network Properties

—

Connection | Security

Security type: | WPA-Enterprise v

Encryption type: ITKIP v ]

Choose a network authentication method:
lMicmsoft: Protected EAP (PEAP) vJ { Settings

Remember my credentials for this connection each
time I'm logged on

[ Advanced settings J

[ OK ] | Cancel ]
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4. Ensure that all settings match the screenshot below

Trusted Root Certification Authorities:

[] Class 3 Public Primary Certification Authority
("] Computing Service Root CA

GTE CyberTrust Global Root

] Microsoft Root Authority

(] Microsoft Root Certificate Authority

[] Thawte Server CA

] Thawte Timestamping CA

[ Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) V] | Configure...

Enable Fast Reconnect

[T]Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLV
[]Enable Identity Privacy

[ OK ] [ Cancel
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5. Click the Configure button next to the drop downxb8ecured password (EAP-
MSCHAP v2)

6. Un-tick the box marked “Automatically use my WindoWwgon name and password”

7. Click OK three times, then click the network icanthe taskbar, click eduroam and click
Connect.

8. When prompted for username and password, enterfybbursername in this format:
abcl@xxxx.ac.uk (replacing abcl with your own uaere, users should use their home

institution details in place of xxxx.ac.uk).

9. You may get a dialogue box warning that “The cotioecattempt could not be
completed”. To clear this click ‘Connect’.
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